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ABSTRACT

2

In this paper, we propose a semi-supervised framework Spam2V ec
to identify spammers in Twitter. This algorithmic framework learns
the spam representations of the node in the network by leveraging
biased random walks. Our spammer detection method yields an
AUC of 0.54 with precision@100 as 0.12 and performs significantly
better with 7.77% increase in AUC and a 2.4 times improvement on
precision over the best performing baseline.

We use the Twitter dataset collected by Yang et al. [11] consisting
of posts from 17 million users from June 2009 to December 2009.
We extracted the follower-following topology of Twitter from [5].
We further prune the network and we are left with 4,405,698 users
and separately crawled the status of users to identify if they were
suspended or not. In total, we have 100,758 spammer accounts.
Our entire framework is composed of 3 components: a) Followspam, b) Biasing in the network, c) Learning Spam Representation
in the network.

CCS CONCEPTS

2.1

• Information systems → Data mining; Social networks;

Follow-spam

One of the prominent ways of spamming in Twitter is follow-spam
where a Twitter user follows large number of unknown other users
hoping that these pretend-friends will follow him back in exchange.
In this module, we design a pagerank-like model inspired by [3] to
rank the nodes in the who-follows-whom network based on their
spamicity (see Algorithm 1).
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MODEL DESCRIPTION

Algorithm 1 Follow-spam scores
Input: Who-follow-whom network G(V ,E)
Output: follow-spam scores f
for all nodes v ∈ V do
f 0 (v) ← |V1 | /*Initialize the follow-spam scores of nodes*/
end for
t ←1
while not converged do
for all nodes v ∈ V do
f t (v) ← (1 − α)f 0 (v)
P
f t −1 (v)∗nr f (r )
+α ∗ p ∈f ollowinдs(v) P
nr f (r )

INTRODUCTION

Social spammers are sophisticated and adaptable. Reflexive reciprocity makes it easier for social spammers to establish social influence and pretend to be normal users by accumulating a large
number of friends and thereby easily bypass the spam detection
systems. In this paper, we present Spam2V ec, a framework to collectively use both content and network information for social spammer detection. Spam2V ec learns a biased spam embeddings in the
network by leveraging biased random walks. We first calculate
follow-spam scores of the nodes in the network and try to bias
the random walks with follow-spam scores of the nodes together
with spam related features of the nodes. The biasing methodology
maximizes the likelihood of obtaining spammer nodes in local few
hop neighborhood instead of just concentrating on the immediate
neighbor.
In Twitter, there are limited attempts been made to tackle the
spam detection problem [1, 3, 6, 10, 12]. Lee et al. [6] leveraged
profile-based features and deployed social honeypots to detect new
social spammers. Ghosh et al. [3] studied link farming in Twitter.
Zhu et al. [12] propose a Supervised Matrix Factorization method
with Social Regularization for spammer detection.

r ∈f ol l ow e r (p)

/*nrf(r ) means non-reciprocal followings of node r */
end for
t ←t +1
end while

2.2

Biasing in the network

We want to combine the follow-spam scores and also consider
the spammer’s properties into a single framework that will at the
same time consider rich node and edge features as well as the
structure of the network. From a given source node s and set of
spammer nodes (S) in the network, we aim to bias the random
walk originating from s (irrespective of whether it is a spammer
node or not) so that it visits other spammer nodes more often than
the non-spammer nodes (H ) in the network. For edge (u, v) in the
network, we compute the edge strength auv = ψw (ϕuv ) where ϕuv
denotes the corresponding feature vector that describes the nodes u,
v and their interaction. Function ψw parameterized by w takes the
edge feature vector ϕuv as input and computes the corresponding
edge strength auv which models the biased random walk transition
probability. Therefore, we need to set the parameters w of function
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ψw (ϕuv ) so that it will assign edge weights auv in such a way
that a random walker will more likely visit spammer nodes S than
non-spammer nodes H . Towards this objective, we formulate the
optimization problem to find the optimal set of parameters w of
edge-weight objective function ψw (ϕuv ) as follows:
min Ω(w) = ||w || 2 such that

CDF - spam nodes

the nodes in test set according to the regression values. We evaluate our model with several baseline models to see how they are
performing
against various evaluation
metrics.
1
1

w

∀s ∈ S&t ∈ Γ(s), ψs,t ∈H < β 1ψs,t ∈S
and ∀h ∈ H &t ∈ Γ(h), ψh,t ∈H < β 2ψh,t ∈S
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In fig 1, we present the cumulative distribution function for presence of spam nodes in the rank percentile of nodes. We can observe
that Spam2V ec performs best followed by node2vec. We also calculated area under the above curve (see table 1). Our model performs
significantly better both in terms of Area under the CDF curve as
well as precision@n (n=100). Spam2V ec yields an AUC of 0.541
with precision@100 as 0.12 which outperforms the best performing
baseline model (node2vec) by 7.77% and 2.4 times increase in AUC
and precision respectively. For other values of n also, Spam2V ec
performs consistently and better than the other baseline models.
Table 1: Evaluation Results: AUC and Precision @100

Models
Markov Random Field[2]
Benevenuto et al. [1]
Lee et al. [6]
Zhu et al. [12]
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AUC
0.38
0.42
0.452
0.454

P @100
0.02
0.06
0.07
0.03

Models
DeepWalk[9]
node2vec[4]
Our Model Spam2V ec

AUC
0.488
0.502
0.541

P @100
0.05
0.05
0.12

CONCLUSIONS

We propose a network-cum-content based spam-represented embedding learning framework Spam2V ec. We boost our spam representation learning of the node in the network by leveraging biased
random walks. We compare our method Spam2V ec with already
existing baselines. Spam2V ec yields an AUC of 0.54 with precision@100 as 0.12 and performs significantly better with 7.77% increase in AUC and a 2.4 times improvement on precision over the
best performing baseline.

n ∈N (u)

We also make the assumption that a source node and neighborhood node have a symmetric effect over each other in representation
space. So, we have
X
P(n|y(u)) = exp(y(n).y(u))/
exp(y(v).y(u))
(3)
v ∈V

P
Since the per-node function v ∈V exp(y(v).y(u)) is computationally expensive, we approximate it using negative sampling [8]. We
then optimize the objective function mentioned in Eq.2 using stochastic gradient descent over the model parameters. The detailed
methodology is presented as Algorithm 2.
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Input: Graph G = (V ,E,W ), Dimensions d, Biased Walks per node
b, Walk length l, context size k
f inal
/*The edge strengths auv are provided as weights W */
Output: Spam representation y
biasedwalks = {} /*Initialize the biasedwal ks set to empty*/
for iter = 1 to b do
for all nodes v ∈ V do
walk = BiasedW alk(G,v,l)
Append walk to biasedwal ks
end for
end for
y = SGD(k,d,biasedwal ks )
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Figure 1: Cumulative Distribution Function of spam nodes

Learning Spam Representation

u ∈V

0.8

(1)

We now want to learn the spam representations (network embeddings) of the nodes in the network. For each node u in the network
G = (V ,E), we define a proximity or neighborhood N (u) which can
be obtained by simulating a biased random walk (defined above) on
the network starting at node u. We optimize the following objective
function that predicts which nodes belong to the neighborhood
N (u) based on the learned node attributes y, by adopting the Skipgram architecture [4, 7, 9].
X
Y
max
loд(
P(n|y(u)))
(2)
y

0.6
0.4

0

O PT = ϕ .w O PT .(f + f )γ where f and f are
Note that ψu,v
uv
u
v
u
v
the follow-spam scores of node u and v respectively and w O PT is
the optimal w vector. We further bias the random walk with neighborhood spam. The idea behind this is that when a walker lands up
on a node, he will choose a node that increases the likelihood of
finding a spammer in his local neighborhood.

2.3

Beneve-nuto et al.
Lee et al.
Zhu et al.
MRF
Spam2Vec
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EXPERIMENTS

We use the node representations learnt earlier as features for spammer detection task. We learn a SGD regressor giving spammer
nodes and non-spammer nodes two distinct values and then rank
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